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Programmable Logic Controller (PLC)

I Tailored to the domain of industrial automation
I Realise reactive systems, repeatedly executing the same task
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PLC Software

I Programming languages standardised in IEC 61131-3
I Combination of several languages typical

Instruction List

LD input0
ADD 50
GT 100
JMPC label

Structured Text

IF=input0+50=>=100=THEN
output0 :==1;

ELSE
output0 :==0;

ENDIF;

...

Function Block Diagram

&

Ladder Diagram

i0 i1

i2

o0

Sequential Function Chart

Initial

Step A

Final

Step B

Vendor Specific Dialects
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Verification of Domain-Specific Specifications

I Specification automata used by the PLCopen

DiagCode = 0x0000 DiagCode = 0x8000 DiagCode = 0xC001
1

1

2

1

R_TRIGatQuery(CLK := Query)

answered

R_TRIGatQuery(CLK := Query)

reset

⇒ Characterisation in terms of Constrained Horn-Clauses 3

I Analysis of Reset-Behaviour
• Certain variables may retain their value after restart/power cut.
• Restarting shall not affect the set of observable states, i. e.

Reachnominal(s0)
!
⊇ Reachreset(s0)
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Exploiting Domain-Specifics in Existing Techniques

I Consider bug-finding via
symbolic execution

⇒ CFG-based guidance fails
I Bad choices hard to identify

(due to cyclicity)

I Implicit state machine (over s)
I Typical pattern in PLC program

modules

s=0, c=input()s=0, c=input()

c=
[

c 6=[

s=
0 s6=

0

s:=1

c=
(

c 6=(

s=
1 s6=

1

s:=2

c=
{

c 6={

s=
2 s6=

2

s:=3

s=
3 s6=

3

bad()

c=input()
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I Interested?
Offended?

⇒ Drop by this poster
for more details

PLCopen Automaton
► Specifies	safe	observable	behaviour of	a	block

► Compliance	w.r.t.	a	transition	can	often	be	checked	locally
► Encode	program	in	terms	of	CHCs	for	a	single	cycle
► Consider	the	following	(pre-processed)	transition

► Check	reachability	of	unsafe	behaviour via	PDR,	where

► Local	check	may	yield	spurious	counterexamples

► If	so,	check	with	closed	cycle

Verification	of	Reactive	Programs
from	Industrial	Automation
Dimitri	Bohlender,	Stefan	Kowalewski

Guided	by	Mode-Space
► Consider	the	right-hand	program
► Implicit	state-machine (state	s)
► Fails	on	input	sequence	“[({“
► Bad	choices	hard	to	identify (cyclicity)

► CFG-based	guidance	is	local,	needs	bound
and	degenerates into	random	search:

► Mode	change	cannot	be	enforced	arbitrarily

► Also,	some	branches	are	exclusive	to	certain	modes
► Better	estimation	with	mode-space	&	slicing:

Future	Work
►Analysis	of	restart	behaviour:

Variables	may	retain	their	value	after	restart/power	cut.	
Starting	from	these	new	states	no	new	behaviour shall	be	
observable.

►Mode-oriented	PDR:
Software-oriented	PDR	variants	partition	the	transition	
relation	by	program	locations.	An	analogous	partitioning	by	
modes may	help	with	invariants	disjunctive	over	modes.

Programmable	Logic	Controllers	(PLCs)
► Tailored	to	the	domain	of	industrial	automation
► Realise reactive	systems,	repeatedly	executing	the	same	task

Symbolic	Execution

ARCADE.PLC
Mode-Abstraction in Test-Generation
Exploiting Mode-Semantics in Reactive Software Analysis
Dimitri Bohlender

Wintercolloquium, Kleinwalsertal, March 30, 2017

Introduction Exploiting Mode-Semantics Conclusion

PLCopen

Typical Safety Application

SF Equivalent
Activate

S ChannelA

S ChannelB

S DiscrepancyTime

Ready

S EquivalentOut

Error

DiagCode

SF EmergencyStop
Activate

S EStopIn

S StartReset

S AutoReset

Reset

Ready

S EStopOut

Error

DiagCode

SF ESPE
Activate

S ESPE In

S StartReset

S AutoReset

Reset

Ready

S ESPE Out

Error

DiagCode

AND

AND

SF SafeStop1
Activate

S StopIn

AxisID

MonitoringTime

Reset

Ready

S Stopped

Error

DiagCode

Single Cycle

InputDevice1 active

S1 S EStopIn 1

S1 S EStopIn 2

T#10ms

Error Equiv1

Diag Equiv1

FALSE

FALSE

S0 Reset

S EStopOut

Error EStop1

Diag EStop1

InputDevice2 active

S2 S ESPE In

FALSE

FALSE

S0 Reset

Error ESPE1

Diag ESPE1

S EStopOut
AxisID 1

T#100ms

S3 Drive Reset

S Stopped

Error SafeStop1

Diag SafeStop1
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Introduction ARCADE.PLC Conclusion

Domain of Interest

Programmable Logic Control (PLC)

I Tailored to the domain of industrial automation
I Realise reactive systems, repeatedly executing the same task

Single Cycle
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D. Bohlender | M. Obster | H. Simon | M. Völker | Prof. Dr.-Ing. S. Kowalewski

Observations
► Specifications	refer	to	observable	state at	cycle-end
► Function	blocks	exhibit	mode-semantics

PLC	Software
► Programming	languages	standardised (IEC	61131-3)
► Combination	of	several	languages	typical
► Typically	graphical	on	higher	level	but	textual	on	lower	level

Introduction Exploiting Mode-Semantics Conclusion

Motivation

Running Example

Consider the following program (cf. [MS07])
I Receives input character c
I Implicit state machine (state s)
) Fails on input sequence “[({”
) Bad choices hard to identify (cyclicity)

Similar patterns occur in
I specifications
I generated code
I automation

s=0, c=input()s=0, c=input()

c=
[

c 6=[

s=
0 s6=

0

s:=1

c=
(

c 6=(

s=
1 s6=

1

s:=2

c=
{

c 6={

s=
2 s6=

2

s:=3

s=
3 s6=

3

bad()

c=input()
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Motivation

Why it fails

General problem:
I Control flow alone does not suffice
I Data affects control flow

Particular problem:
I Local guidance via d(br)

) Location may seem near but
• require different choices in the past
• be several cycles away

I Degenerates into random branch
picking

1

1
1 0

0

2
0 0

1

1
0 1

0 1
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Application

Better estimation d(br , m)

s = 0 s = 1 s = 2 s = 3

2

1
1

0

4
0

4

3
3

2

1

1
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0

1
0

4

3
3

2

1

1
0

0

2
0

1

1
0

0 2
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0
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Idea

How it might help

Reconsider the running example:
I Modes cannot be changed arbitrarily:

s = 0 s = 1 s = 2 s = 3

I Some branches are exclusive to
certain modes

) De-prioritise spuriously good choices

s=0, c=input()s=0, c=input()

c=
[

c6=[

s=
0 s 6=

0

s:=1
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(
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c 6={

s=
2 s 6=

2

s:=3

s=
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3

bad()

c=input()
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PDR-based	Model	Checking

Introduction PLCopen Automata Symbolic Verification Conclusion

Characterising Calls

Faithful Modelling

I Make call evaluation
dependent on entry-values

) Causes guards to become
non-propositional

Reminder:

Idle
0x0000

Wait
0x8000

Error
0xC001

1

1

2

1

R_TRIG at Query

answered

R_TRIG at Query

reset

Example:

DiagCode = 0 DiagCode = 32768 DiagCode = 49153
1

1

2

1

R_TRIGatQuery(CLK := Query)

answered

R_TRIGatQuery(CLK := Query)

reset

7 / 16
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Introduction PLCopen Automata Symbolic Verification Conclusion

Logical Characterisation

Encoding the Unsafe Behaviour

I Reconsider the (pre-processed) transition

DiagCode = 0 DiagCode = 32768
1

Query ^ ¬R_TRIGatQuery .M

I Unsafe behaviour 'bad := 'source ^ b1 ^ ¬'target1 ^ 'atExit ,
where

'source := DiagCodecpy = 0

b1 := Querycpy ^ ¬R_TRIGatQuery .M cpy

'target1 := DiagCode = 32768

'atExit := state(lexit ,x,xcpy)
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Concept

Observation

I Reconsider following transition

DiagCode = 0 DiagCode = 32768
1

R_TRIGatQuery(CLK := Query)

I Compliance w. r. t. a single transition can often be checked
(cycle-)locally (not taking execution history into account)

I Local check may yield spurious counterexamples (e. g. ¬b)⌥ ⌅
1 R_TRIGatQuery(CLK:= Query );

2 IF (R_TRIGatQuery.Q) THEN
3 DiagCode :=0 x8000;

4 END_IF;
5 // rest omitted 3⌃ ⇧

⌥ ⌅
1 IF (b) THEN
2 R_TRIGatQuery(CLK:=Query);

3 IF (R_TRIGatQuery.Q) THEN
4 DiagCode :=0 x8000;

5 // rest omitted 7⌃ ⇧
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Motivation

Example
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